Trustable B2C Markets on the Semantic Web

Robert Tolksdorf, Christian Bize? Rainer Ecksteihand Ralf Heest

! Freie Universiat Berlin, Institut fir Informatik, AG Netzbasierte Informationssysteme,
Takustr. 9, D-14195 Berlin, Germany,
research @robert-tolksdort.de, http://www.robert-tolksdorf.de
2 Freie Universiat Berlin, Institut fir Produktion, Wirtschaftsinformatik und OR
Garystrasse 21, D-14195 Berlin, Germany
bizer @wiwiss.fu-berlin.de, http://www.bizer.de
3 Humboldt-Universiat zu Berlin, Institut &ir Informatik, Datenbanken und
Informationssysteme, Unter den Linden 6, D-10099 Berlin, Germany,
{Rainer.Eckstein | rheese} @dbis.informatik.hu-berlin.de

Abstract. Semantic Web technologies will deeply influence the further develop-
ment of the Internet Economy. A major challenge is, however, to find a practical
solution for trust problems arising from their deployment in real-world scenarios.
In this paper we develop a concrete application scenario based on Semantic Web
technologies for the domain of business to consumer electronic commerce to il-
lustrate these problems. A possible underlying technical architecture can well be
realized building on todays standards. The resulting scenario is used for a prelim-
inary analysis of the potential impacts of Semantic Web applications on market
participants.

Specific to the scenario we describe trust requirements and outline a Semantic
Web trust architecture which fulfils them. The architecture focuses on the allow-
ing subjective and task-specific trust policies as a combination of reputation-,
context- and content-based trust mechanisms.

1 Introduction

The past 10 years of Web evolution have established electronic markets and led to the
rise and fall of the “new economy”. The next 10 years may be characterised by the
transformation of the Web from a document publication medium intended for human
consumption into a medium for intelligent knowledge exchange [19]. This develop-
ment is led by the W3C Semantic Web initiative with a joined effort of scientific (MIT,
Stanford, ILRT etc.) and business institutions (HP, IBM, Nokia etc.). The basic idea of
the Semantic Web is to publish—in addition to classic HTML pages—data directly on
the Web. The vision is to use the Web as a global distributed database, which could
be queried like a local database today. The W3C Semantic Web architecture stack is
defining the reference architecture in the ongoing standardisation process. The stan-
dardisation of the basic layers of the architecture is already at a very advanced state.
The standardisation of the higher layers (logic, proof, trust) is just starting.

It is still unclear what economic effects these new technologies have on markets and
enterprises:



— How do semantic technologies affect market-transparency in electronic markets?

— How does this affect the business models of market participants and intermediaries?

— How does an increased efficiency of information exchange affect industry specific
value chains?

Even if the final vision of a global distributed database maintained on a peer-to-peer
basis does not become reality in the midterm, Semantic Web technologies provide a
huge longterm potential in several application domains [13]:

— Enterprise Information Discovery and Integratiddntology based data integration
frameworks will significantly reduce integration costs. Seen from a system archi-
tecture perspective, a stronger decoupling of data and applications will become
possible. Data could become an independent resource, used by several applica-
tions. Semantic Web technologies could also play a major role in the Web Service
description, discovery, composition context [3].

— Knowledge Managemer@ntology based search engines will offer a direct access
to information sources in corporate intranets and on the global Web, which will
reduce search costs. In addition, adaptive Web sites could enable a dynamic recon-
figuration according to user profiles, and make precisely the information needed
available in the personally desired format and on the preferred device. Because
semantic knowledge networks are based on language independent ontological con-
cepts, it could be even possible to render a large amount of Web content in the
user’s preferred language.

— E-CommerceThe development of XML-based e-commerce standards has led to
the same problems EDI initiatives ran into in the past: A wide range of compet-
ing standards has been developed and is used by different trading communities.
Today suppliers often have to maintain their product catalogs in several XML for-
mats for different market places and customers. Semantic technologies could help
to solve these problems by offering a framework for standard mapping and to iden-
tify entities like products and traders across different standards. Using RDF's URI
identification mechanism, the integration of different product descriptions, ratings,
and offers from multiple independent sources by a shopping portal or single user
agent might become possible. This would enlarge the data basis of shopping and
comparison agents and enhance their usefulness. Seen from the market perspective,
this could lead to an increase in market transparency and make the business models
of a range of trading intermediaries and market places obsolete.

Before these potentials can be realised, there is still a range of technical and organi-
sational issues to be solved. There has been an agreement on basic data formats and
protocols. In order to integrate data from different sources, there has to be consensus
about a set of domain ontologies and mappings between them. Mechanisms to decide
which data is trustworthy have to be developed and a relevant amount of data has to be
published according to the RDF data model and the ontological vocabularies.

The access to distributed, machine readable and semantically annotated informa-
tion could widely influence the further development of the Internet economy, if these
problems can be solved.



Taking up ideas from [20], we use scenarios as a basis to explore the effects of the
deployment of Semantic Web technologies. A scenario is defined in the cited work as “a
possible set of events that might reasonably take place” in the future. Scenarios should
stimulate thinking in order to enable a management of change.

As shown in Figure 1, we approach the potential impact of semantic technologies
from the business and the technical viewpoint in order to make predictions about the
influence of the new technologies on markets, enterprises and individuals. Who will
benefit? Who will lose market positions or will have to change his business model? This
analysis of the participant’s roles combined with the analysis of technical restrictions
allows us to project if a scenario has chances to be realised.
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Fig. 1. The scenario based approach

In section 2 we develop a concrete application scenario based on Semantic Web
technologies for the domain of business to consumer electronic commerce. First we ex-
plain the current state of technological development and highlight the major shortcom-
ings. Afterwards we describe the potentials of Semantic Web technologies to solve these
problems. In section 2.6 we analyse the potential impacts on market transparency and
the business models of the market participants. In section 3 we describe the scenario-
specific trust requirements and outline a Semantic Web trust architecture which fulfils
them. The architecture focuses on allowing subjective and task-specific trust policies as
a combination of reputation-, context- and content-based trust mechanisms.

2 Business to Consumer Markets on the Semantic Web

Semantic Web technologies will have different impacts depending on the characteristics
of a specific markets. We think that they are likely to have the greatest impact if a market
fulfils the following set of criteria:

— Suppliers must have similar influence on the market and equal access to it, since in
a market without sufficient competition no evolutionary changes can be expected.



— The products and services should already be traded via the Internet, so that cus-
tomers are already used to this distribution channel.

— The products and services traded must be uniquely and precisely identifiable, be-
cause the Semantic Web relies on the unique identification of things about which
statements are made.

— There should be no negotiations involved in a usual business process and the prod-
ucts should be traded at fixed prices.

Following these criteria, consumer markets where medium complex, high involvement
products, like video cameras, HiFi, computer or other electronic equipment or car ac-
cessories are traded, could benefit most from the usage of Semantic Web technologies.
Examples of service markets which could benefit are the travel and the job market.

2.1 Current State of Development

In order to identify potentials for improving electronic commerce by the use of Se-
mantic Web technologies, this section describes the current state of development and
highlights weaknesses of the technologies currently in use. We use the example of buy-
ing car tires to illustrate the different aspects.

The Web sites relevant for this purchasing decision can be classified into the fol-
lowing groups based on assortment strategy, business models and kinds of information
provided (sample web sites in parentheses):

— Online storeoffering a wide range of products, including a shallow assortment of
car accessories, like child safety seats, cleaning supplies or roof racks.
(www.quelle.de, www.neckermann.de)

— Online storeswith specialised, deep assortments, offering a wide range of tires or
just high performance tires as part of a sports car assortmvewty.tirerack.com,
www.discounttire.com)

— Electronic marketplaces and online auctiomshere individuals and companies of-
fer new and used tiregwww.ebay.com, auctions.yahoo.com)

— Specialised search servicks car accessories which lead to both online and offline
stores.

— Web sites omanufacturerglescribing their productgwww.goodyear.com,
www.dunloptire.com)

— Web sites oftar magazinesffering product test and comparisons of different tire
types.(www.caranddriver.com, www.europeancarweb.com)

— Rating sitedike epinions.com, where consumers report experiences with a product.

These sources together offer a huge amount of information about a specific tire and a
wide range of possibilities to purchase it. The problem for the customer is to find all
relevant information sources and to compare the information fragments offered. This
problem is aggravated by the fact, that most content of the Web sites is generated dy-
namically from databases and therefore not indexed by search engines like Google.
Examining the product descriptions on the various stores we noticed that the structure
does not diverge much.



In conclusion, someone searching online for a product is confronted with a wide
range of information sources offering separate pieces of information about an item and
a variety of shops, marketplaces and actions offering the item itself. The main problems
using current Web technologies are:

— Findingall relevant information sources and online stores for a specific product.
— Integratingall information available on the Web, for comparing products and ven-
dors.

Thus buying decisions today are based only on parts of the relevant information avail-
able on the Web.

2.2 Deploying the Semantic Web

Semantic Web technologies address the above two issues directly and improve market
transparency. The following sections describe how the technologies could be utilized.
After an architectural overview we present two typical use cases which show the ben-
efits of the architecture. Next we describe the ontology development, the information
provision and the information usage in more detail.

2.3 Architectural Overview

The Semantic Web technologies offer three important building blocks for our e-com-
merce scenario [22]:

— The use olURIs as a global identification mechanidar products and traders.

— TheRDF data modefogether with its XML-based serialisation syntax for the direct
publication of data on the Web.

— TheWeb Ontology Language (OWigr the definition of common terms and con-
cepts needed to understand RDF data.

In an e-commerce scenario based on Semantic Web technologies, the market partici-
pants will have the following roles.

A manufacturer of a product will define a URI for his product which identifies it
globally, e.g. http://goodyear.com/eadlggs emt/p245/45Zr-17. Based on this URI he
will publish product descriptions and additional technical information about the product
using the RDF data format. A merchant offering the product then only has to publish
his price for the product together with shipment and payment details, referring to the
product with the URI. The use of a common identification schema and a common data
model will allow shopping portals to integrate all information available on the Web
about the item.

The portal will not collect links to Web pages or online shops, it will directly col-
lect the data from the sites. This allows the integration and direct comparison of the
content of different sites. A car accessories portal would collect all available informa-
tion about an item from manufacturers, merchants, test and rating services and integrate
them into a personalised offer for customers. Buyers then can use one central portal in-
stead of collecting information fragments from different sites. Under the assumptions



that all relevant information providers participate and that mappings between different
description schemata are possible, large parts of the information in the market would
be available in an open and machine processable manner. Figure 2 illustrates the role
model for the scenario and gives an overview about the technical architecture.
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Fig. 2. Architecture Overview

2.4 Ontology Development

The communication between the market participants is based on a set of ontologies
which provide shared terms to describe products, traders, shipment and payment op-
tions. Using the tire example again, the market ontology will include the concept of a
tire and define several properties like size or rain behavior together with the range of
possible property values. The market ontology is the result from the merging of existing
ontologies by defining mappings between them.

To create the ontologies needed for the market, a lot of standardisation efforts from
the EDI community can be reused. Standards like EDIFACT or ebXML define already
many of the necessary business concepts and can be converted into ontologies. An
overview of the relevant standards can be found in [12].

The existing standards provide the general framework, but have to be complemented
with more fine grained domain concepts. Because the manual creation of fine grained
ontologies is very costly, different semi-automatic approaches for ontology creation us-
ing text mining and language processing tools are being researched. In our example
domain, many concepts and relations between them could be extracted from the exist-
ing Web sites and product descriptions. An overview of the different approaches and
ontology creation tools can be found in [15].

The experiences from the EDI community show that it is impossible to reach agree-
ment on a single standard for a domain. The Semantic Web approaches this problem by
allowing the co-existence and co-usage of multiple ontologies for the same domain. To
integrate them, mappings amongst similar or equal concepts in separate ontologies can



be defined. In perspective, these mappings lead to ontology convergence. For example
the technical term “wet traction” is related to the colloquial superconcept “rain behav-
ior”. There are different manual and semi-automatic approaches being researched [1,
24] to generate mappings between different ontologies.

2.5 Information Provision and Usage

To participate in an electronic market based on Semantic Web technologies, the infor-
mation providers (producers, merchants and rating services) will map their local data
models and identification schemata to an ontology used in the market. Collecting these
mappings a network of ontologies is established.

Most product and pricing data is stored today in relational databases and can be
easily reused on the Semantic Web. There are different approaches to map relational
data into RDF [18, 6]. After the mapping, the RDF data is published using standard
Web servers like Apache or specialised query interfaces as in [16, 28].

All the published information will be accessed by potential buyers using either per-
sonal agents who collect information for them or using semantic shopping portals which
provide the access to the information through a standard HTML interface. A shopping
portal which is presenting the published data to the customers will:

— Use a directory service to locate information providers for the car accessories do-
main.

— Use a robot to collect the data from the different providers.

— Use a mapping engine to integrate data published using different ontologies.

— Render the data according to the user’s preferences (level of detail, device, lan-
guage, trust policy, ...).

— Provide semantic search services for the customers based on the knowledge in-
cluded in the ontologies and the available market data [17].

Following the above architecture, a portal would have to store huge amounts of
collected RDF data and provide easy access to this data for his customers. An overview
of specialised databases and query languages to accomplish this task can be found in
[4] and [26].

To allow searches on a semantic level [17], the shopping portal will use a rea-
soning engine which combines the knowledge included in the ontologies with the in-
stance data collected from the Web. Thus vague, similar, or synonym concepts can be
matched against the existing information. For example the vague concept “fast” could
be matched to a special tire property.

2.6 Scenario Analysis

Our scenario is based on the new technological foundation defined by Semantic Web
standards and raises a couple of interesting economic questions. This section will dis-
cuss the possible implications on the business models of the participants and point to
open issues, which have to be solved before the technologies can be deployed with
success in real markets.



The communication processes between manufacturer, merchant and shopping portal
are changed in the Semantic Web scenario. Formerly there were controlled 1:n commu-
nication links between them. The manufacturers supplied a known set of merchants
with product information. The merchants published this information on their Web sites
and forwarded it to the set of marketplaces and auctions in which they participate. Se-
mantic Web technology changes this communication structure. An offer published by
a merchant can be used by an unknown number of market places. Formerly controlled
1:n communication links change to an open n:m communication situation.

There are also changes in the kind of information the different parties have to pro-
vide. Classically, product description were provided and maintained redundant by every
single shop or market place. In the Semantic Web Scenario a merchant would not have
to replicate product descriptions to his site, because they are already available from the
manufacturer and can be integrated with his offer by the shopping portal.

The application architecture and the possibility of higher market transparency arise
new strategic questions for the market participants which will ultimately determine their
willingness to participate: Is the architecture in the economic interest of all potential
participants? Is it possible to construct an economic win-win situation which would
motivate all parties to participate?

For thecustomersthese questions can easily be answered positively. Customers
would benefit from the higher market transparency and could make their buying de-
cisions based on a solid, computable information basis. Fomdoeufacturerghe an-
swers are also positively. They are interested in informing as many potential buyers as
possible about the existence of their products. A second advantage for the manufactur-
ers is that they gain more control on the information presented to the customers about
their products.

For merchants and shopping portal operators, it is unclear whether the questions can
be answered positively. On the one hand it would be much easier tmfinchantgor
a specific product if the product is globally identified by an URI. Merchants would also
save costs, because publishing data on the Semantic Web is cheaper then maintaining
high quality human-readable online stores. But what is likely to weigh more is the fact
that merchants are not interested in high market transparency, because in a perfect mar-
ket their profit margins fall close to zero. Their information advantage would decrease,
allowing them to differentiate themselves from other merchants only by additional ser-
vices.

Shopping portal operatorface similar problems. They would all operate on the
same information basis. This would allow them to differentiate only in the way they
present the information to potential buyers and by additional services like insurances
and bonus programs.

Another question is the business model oftitng servicesn the scenario. Today
rating services in consumer markets like epinions.com make their profits and are able to
pay consumers for their ratings by the revenues they are marking from advertisements
on their Web sites and by provisions they are getting from the merchants when a buyer
is directed to a shop by the rating service. If the rating data would be published on the
Semantic Web and presented to the buyers together with the product information by the



shopping portals, the business model of the rating services would have to change to a
pure pay-per-view model.

Before Semantic Web technologies can be successfully used in an e-business con-
text and the scenario described above could be realised, numerous technical and organ-
isational obstacles have to be overcome.

— Missing ontologiesMost of the RDF ontologies available for the domain of e-
commerce are just research prototypes and hardly fulfil the requirements of real
electronic markets. There are a lot of standards, like ebXML or EDIFACT, which
could be used on semantic networks. But there is no awareness for potentials of
Semantic Web technologies in the communities developing these standards.

— Missing ldentification SchemeBhere are also no commonly accepted identifica-
tion schema for products, companies, places and people within the Semantic Web
community. For integrating information from different sources commonly accepted
URI schemata or at least URI mapping mechanisms would be necessary. The iden-
tification problem has also been addressed in the EDI community for a long time.
So existing approaches like EAN numbers for products, Dun and Bradstreet num-
bers for companies or UNCOCODES for places could be reused. What would have
to be achieved is a consensus about a set of identification schema and ways to pub-
licise product and organisational URIs. If the the Semantic Web grows in the future,
it could be common practice to have URIs on business paper and product labels,
like it is common practice today with URLS.

— Diffusion strategiesin order to show the potentials of the Semantic Web and to
involve larger communities, seeding application and business cases with clear eco-
nomic benefits are needed. The Semantic Web is facing a chicken/egg problem
today. Because there is hardly any real world RDF data online it is difficult to
demonstrate the benefits of the technology. Because the benefits are unclear, major
potential users remain in a waiting position and do not publish RDF data online.

3 A Trust Architecture for Semantic Web Markets

Not everything found on the Web is true and the Semantic Web does not change that in
any way. Seen from a trust perspective, the participants of the scenario form an open,
dynamic network of independent information providers all having

— different views of the world and different levels of knowleddeis they will pub-
lish information which seams to be wrong to an information consumer having a
different view or a different level of knowledge.

— different intentionsIinformation providers may intentionally publish wrong infor-
mation in order to gain economic advantages.

Thus all information published on the Web has to be seercksra by its author rather

than as a fact. The central enabling factor for our scenario is the question, whether it is
possible to build a trust architecture which allows customers to decide wiiichsare
trustworthy and therefore should be used in buying decisions. In the following section
we give an overview of the different types of trust relevant information and different



trust mechanisms which can be combined in trust evaluations. Subsequently we de-
scribe the scenario-specific trust requirements and outline a trust architecture which
could fulfil these requirements.

3.1 Trust Relevant Information

Most trust approaches proposed for the Semantic Web are based on reputational in-
formation in the form of explicit information or information source ratings [14, 2, 7].
These approaches imply that a user is willing to provide up-to-date and topic-specific
ratings. However, experience from existing electronic markets shows that users tend to
show free-riding behaviour in many situations and only provide quality ratings if they
get direct compensations, for example offered by sites like epinion.com. In our scenario
there is a dense mesh of other, trust relevant information publicly available: Products
are described by different sources. In order to be found, participants publish information
about their roles in the scenario. Merchants publish their address due to legal require-
ments. Thus a trust architecture for our scenario should not be based exclusively on
explicit ratings but also use all other trust relevant information available.

Figure 3 shows an abstract view on the trust situation in our scenario. All informa-
tion which could be used in trust evaluations is shaded grey.
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Fig. 3. Abstract View on the Trust Situation

The trust relevant information can be classified into the following three categories:

— Reputational Metainformatiom the form of information- or information source
ratings provided by other users or specialised rating services (Box: Other Entities)
or known from past interactions (Box: Believes).

— The Information Contenitself together with related information about the same
topic provided by other information providers (Gray statings in the middle).

— Context Metainformatioabout the circumstances in which a statement has been as-
serted, e.g. who (Box: Metainformation about the information provider) said what,
when and why (Box: Metainformation about the statings). Another kind of context
metainformation is information created in the gathering process like the retrieval



date and the retrieval URL or the information whether an attached digital signature
is verifiable or not.

We think that it is essential, that the architecture allows users to formulate trust
policies based on information from all three categories.

3.2 Trust Policies and Trust Mechanisms

A trust policy is a subjective procedure used for evaluating the trustworthiness of infor-
mation in a specific situation. In everyday life, we use a wide range of different trust
policies. These policies depend on the specific situation, our subjective preferences, our
past experiences and the trust relevant information accessible: We might trust Andy on
restaurants but not on computers, trust a professor about the topics he is researching,
distrust all information provided by a political party that we do not like and buy only
from sellers on eBay who have more than 100 positive ratings.

Trust policies combine elements from the following general trust mechanisms:

— Reputation-based Trust Mechanisinslude rating systems like the one used by
eBay [27] and Web-Of-Trust mechanisms [2]. The general trust policy behind these
approaches is “Trust someone because you know someone you trust who also trusts
him or because you have heard about someone you do not directly know who trusts
him.” There has been a lot of research about different trust metrics for reputation-
based trust mechanisms [23]. The general problem of all approaches of this cate-
gory is that they require explicit trust statements and that defining such statements
and keeping them up-to-data places a big burden on information consumers.

— Context-based Trust Mechanisinse metainformation about the information pro-
vider or metainformation about the published information for trust evaluations. An
example from the first category are role-based trust mechanisms, using the infor-
mation provider’s role or his membership of a specific group for trust decisions.
Example policies are: “Prefer product descriptions published by the manufacturer
over descriptions published by a vendor” or “Distrust everything a vendor says
about its competitor.” An example policy using the statement context is “Distrust
all product ratings, that are older than a year.”

— Content-based Trust MechanisnEhese approaches do not use metadata about
information but rules and axioms together with the information content itself and
related information content published by other information providers [21]. Example
policies following this approach are “Believe information which has been stated by
at least 5 independent sources.” or “Distrust product prices that are more than 50%
below the average price.”

Context- and content-based trust mechanisms do not require explicit ratings, but rely on
the availability of a dense mesh of background information. We argue that in situations
like the one in our e-commerce scenario such a mesh of background information will be
available and should be used for trust decisions. Thus a trust architecture should allow
combinations of all three mechanisms.



3.3 Requirements

A trust architecture, that might be able to handle the trust situation arising from our
scenario, should fulfil the following requirements:

— Openness and Decentralisatiofirustworthiness should be subjectively evaluated
by each application that processes information found on the Web. The architecture
should not require central trusted third parties. The principle of openness also im-
plies, that the architecture should be tolerant to incomplete information. The system
should not exclude information providers that have not been rated or do not pub-
lish trust relevant information in specific way, e.g. sign the information. On the
other hand, the system should be able to use all trust relevant information (signa-
tures, context information, related information and ratings) published or generated
during the information gathering process (source URL, date).

— Support for Subjective and Task-Specific Trust Policldg users in our scenario
have different trust requirements depending on their purchasing intentions. When
searching for a low priced product, a buyer might be willing to take a risk in ex-
change for a better price. Buying other higher priced products, he will require max-
imal information reliability. Different users have different trust requirements in the
same situation and subjective preferences for specific trust mechanisms. As a con-
sequence an architecture should support a mixture of different mechanisms depend-
ing on the level of trust required and the context and background information avail-
able. The architecture should allow users to formulate subjective and task-specific
trust policies.

— Ability to Explain Trust DecisionsThe key factor for building trust based on con-
text and content is the user’s understanding of the information used in trust de-
cisions. Thus an architecture should have the ability to explain its trust decisions
and support something like Tim Berners-Lee’s “Oh, yeah?”-button [5], meaning
that a user can click on every piece of information within an application and get
explanations why he should trust the information.

— Information Rankinginstead of eliminating distrusted information, the architec-
ture should use a more Google-like approach and rank information according to its
trustworthiness.

3.4 Building Blocks of the Trust Architecture

In this section we describe the main building blocks of our trust architecture. The archi-
tecture can be logically divided into four layers:

— The Information Integration Layewhich handles the aggregation of information
from different sources and adds provenance metadata, like source URL and crawl-
ing date, to the information. The second task of the integration layer is the verifi-
cation of information origin. If published information is signed [9] and the public
key of the signer is available from a trusted source, information can be marked de-
scending from a verified information provider. In an open environment it can not
be expected that all information will be signed. Thus unsigned information should
not be rejected by the system but marked descending from a unverified information
provider.



— The Repository Layefor storing the aggregated information. The trustworthiness
of information is not evaluated when it is stored on the repository layer. Trustwor-
thiness is evaluated later when the information is retrieved.

— The Query and Trust Evaluation Layeandles the actual trust decisions depending
on the user-specific trust policy, the gathered data and the available metainforma-
tion about this data.

— The Application and Explanation Layen which the retrieved 'trusted’ data is used
and which provides the user with functionality to browse through explanations why
he should trust this data.

For storing aggregated data, context and reputational information together as an in-
tegrated knowledge model we uSamed Graph$§10], an extension to RDF which al-
lows avoiding the usage of reification when attaching information to graphs. For query-
ing the aggregated data we UEgQL.P [8], a query language extendifigiQL. TriQL
is similar to RDQL but uses graph patterns instead of triple patterns for querying named
graphs. TriQL.P allows the expression of trust-policies within queries and returns jus-
tification trees together with the query results. It supports set operations and different
ranking mechanisms like Web-of-Trusts. The result ®fi@L.P query are sets of vari-
able bindings together with mstification treefor each set of bindingslustification
treescontain information about why each set matches the query goals. Applications
can use justification trees to explain why the retrieved information fulfils the trust re-
quirements formulated within the query. A justification tree attached to information re-
turned by a query, which uses a reputation-based trust mechanism, includes all known
ratings for the selected object. A justification tree for a role-based query includes the
relevant authorship information. Similar approaches have been researched within data
warehousing community [11]. [25] proposed an alternative web explanation architec-
ture. Their approach focuses on explaining distributed proof traces. Our concept of
justification trees focuses on explaining the primary data which has been used in trust
decisions based on different trust policies.

4 Conclusion

In this paper we have developed an e-commerce scenario, showing how semantic tech-
nologies could influence electronic markets. We described the potentials of the new
technologies and the open issues which have to be solved before the scenario can be
realised. Afterwards we derived the scenario-specific trust requirements and outlined
the building blocks of a Semantic Web trust architecture which fulfilled these require-
ments. When the Semantic Web begins to have an economic impact it is likely that a lot
of intended misinformation will be published. Trust and security mechanisms are part
of the W3C Semantic Web layer cake, but have to be matured by more research before
they can be used in an open e-commerce context like the one described in this paper.

Our main contributions to the current discussion about a Semantic Web trust archi-
tecture are:

— Context-based and Content-based Trust Mechanisims:Semantic Web will be a
dense mesh of inter-related statements and a big portion of these statements can be



relevant for trust decisions. Thus a trust architecture the Semantic Web should not
be based exclusively on explicit ratings but use all trust relevant information avail-
able. In addition to explicit ratings, it should include context metainformation and
related information published by other information providers into trust evaluations.
— Subjective and Task-Specific Trust Policiéée stress the need that a general trust

architecture should not be restricted to a single trust mechanism, but should allow
users to formulate subjective and task-specific trust policies as a combination of
different mechanisms.

We think that the usage of context- and content-based trust policies within Semantic
Web applications presents an interesting path for future research. Our next steps are
implementing the trust architecture described above and simulating our e-commerce
scenario within this architecture.

Our work on application scenarios and trust mechanism for the Semantic Web is
performed within the projedVissensnetzZeinded by the German Ministry of Research
BMBF as part of the Berlin Research Centre for the Internet Economy InterVal.
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